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Article abstract

Introduction: A rare disease is a health condition affecting a small percentage
of the population, characterized by its low prevalence and the potential to
result in chronic disabilities. Symptoms of these diseases may overlap with
those of more prevalent conditions, complicating the diagnostic process.
Additionally, many rare diseases are genetically inherited, and their diagnosis
often requires specialized medical expertise and advanced diagnostic tools,
highlighting the need for targeted approaches in healthcare. Consequently, the
integration of artificial intelligence (AI) tools, including chatbots, presents a
promising opportunity to support diagnostic processes in healthcare. However,
their use raises ethical concerns, particularly related to data privacy, patient
confidentiality, and the transparency of Al-driven recommendations.
Objective: This study explores the ethical issues arising from the use of Al
chatbots in rare disease diagnosis. Method: We conducted a scoping review
related to ethical issues raised using chatbots in rare diseases diagnosis,
searching databases and reference lists between January 1, 2010, and February
10, 2024. Results: Following screening process, six studies were included in the
review. Data were grouped into four themes: 1) trust in AI chatbot; 2)
humanization/dehumanization of AI; 3) data security and commercialization;
and 4) psychometric considerations. Discussion: Al chatbots hold promise for
diagnosing rare diseases, but challenges like data scarcity, diagnostic accuracy,
and trust remain. Addressing these issues, particularly through improved data
representativeness and enhanced collaboration with healthcare professionals,
is crucial for the effective integration of Al in clinical practice. Future research
should focus on overcoming these limitations to ensure Al can serve as a
reliable decision-support tool in rare disease diagnosis.
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Ethical Dimensions of Artificial Intelligence Chatbots Use in
Rare Disease Diagnosis: A Scoping Review

Alexia Bélisle2, Marie-Océane Lavoie?, Frédéric Banville2, Hazar HaidarP

Résumé

Introduction : Une maladie rare est une affection qui touche un
faible pourcentage de la population, caractérisée par sa faible
prévalence et son potentiel a entrainer des incapacités
chroniques. Les symptébmes de ces maladies peuvent se
chevaucher avec ceux d’affections plus courantes, ce qui
complique le processus diagnostique. De plus, de nombreuses
maladies rares sont d’origine génétique, et leur diagnostic
nécessite souvent une expertise médicale spécialisée ainsi que
des outils diagnostiques avancés, ce qui souligne la nécessité
d’approches ciblées en santé. Par conséquent, l'intégration
d’outils d'’intelligence artificielle (IA), y compris les agents
conversationnels (chatbots), représente une opportunité
prometteuse pour soutenir les processus diagnostiques en
soins de santé. Toutefois, leur utilisation souléve des enjeux
éthiques, notamment en matiére de protection des données, de
confidentialitt des patients et de transparence des
recommandations générées par I'lA. Objectif : Cette étude
explore les enjeux éthiques liés a I'utilisation de chatbots d’'lA
dans le diagnostic des maladies rares. Méthode : Nous avons
réalisé une revue de portée portant sur les enjeux éthiques
associés a lutilisation de chatbots dans le diagnostic des
maladies rares, en consultant des bases de données et des
listes de références entre le 1er janvier 2010 et le 10 février
2024. Résultats : A la suite du processus de sélection, six
études ont été incluses dans la revue. Les données ont été
regroupées en quatre themes: 1) la confiance envers les
chatbots d’lA; 2) 'humanisation/déshumanisation de I'lA; 3) la
sécurité des données et leur commercialisation; et 4) les
considérations psychométriques. Discussion : Les chatbots
d’lA présentent un potentiel prometteur pour le diagnostic des
maladies rares, mais des défis subsistent, notamment la rareté
des données, la précision diagnostique et la confiance. Il est
essentiel de répondre a ces enjeux, en particulier en améliorant
la représentativité des données et en renforgant la collaboration
avec les professionnels de la santé, afin de permettre une
intégration efficace de I'lA dans la pratique clinique. Les
recherches futures devraient se concentrer sur la résolution de
ces limites afin de garantir que I'lA puisse servir d’outil fiable
d’aide a la décision dans le diagnostic des maladies rares.
Mots-clés

intelligence artificielle,
questions éthiques

chatbot, maladie rare, diagnostic,
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Abstract

Introduction: A rare disease is a health condition affecting a
small percentage of the population, characterized by its low
prevalence and the potential to result in chronic disabilities.
Symptoms of these diseases may overlap with those of more
prevalent conditions, complicating the diagnostic process.
Additionally, many rare diseases are genetically inherited, and
their diagnosis often requires specialized medical expertise and
advanced diagnostic tools, highlighting the need for targeted
approaches in healthcare. Consequently, the integration of
artificial intelligence (Al) tools, including chatbots, presents a
promising opportunity to support diagnostic processes in
healthcare. However, their use raises ethical concerns,
particularly related to data privacy, patient confidentiality, and
the transparency of Al-driven recommendations. Objective:
This study explores the ethical issues arising from the use of Al
chatbots in rare disease diagnosis. Method: We conducted a
scoping review related to ethical issues raised using chatbots in
rare diseases diagnosis, searching databases and reference
lists between January 1, 2010, and February 10, 2024. Results:
Following screening process, six studies were included in the
review. Data were grouped into four themes: 1) trust in Al
chatbot; 2) humanization/dehumanization of Al; 3) data security
and commercialization; and 4) psychometric considerations.
Discussion: Al chatbots hold promise for diagnosing rare
diseases, but challenges like data scarcity, diagnostic accuracy,
and trust remain. Addressing these issues, particularly through
improved data representativeness and enhanced collaboration
with healthcare professionals, is crucial for the effective
integration of Al in clinical practice. Future research should focus
on overcoming these limitations to ensure Al can serve as a
reliable decision-support tool in rare disease diagnosis.
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artificial intelligence, chatbot, rare disease, diagnosis, ethical
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INTRODUCTION

Rare diseases are defined as conditions that can lead to chronic disabilities, including physical, cognitive, and sensory
limitations, which may cause persistent or intermittent pain (1). There are approximately 7,000 recognized rare diseases,
spanning various categories such as genetic disorders, certain cancers, and infectious diseases, including conditions like
cystic fibrosis and Crohn’s disease (2-3). A disease is classified as rare when it affects fewer than one individual per 2,000
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people, a threshold that international organizations consider as an indication of low prevalence (2). Collectively, rare diseases
affect about 7% of the global population, representing a significant public health challenge worldwide (4).

People with rare diseases often experience a reduced quality of life, as their unique challenges are frequently misunderstood,
leading to a series of unsuccessful medical appointments that can further complicate their situation (5). This issue is particularly
significant because diagnosing rare diseases can be a lengthy process, with the risk of “diagnostic overshadowing”, where
symptoms are mistakenly attributed to more common conditions rather than the rare disease itself (3). For example, studies
show that 40% of patients with rare diseases are misdiagnosed at least once, resulting in delays in receiving appropriate care
(3-6). The symptoms of a rare disease often overlap with those of more common conditions, which complicates the diagnostic
process and increases the likelihood of misdiagnosis (3,7-8). Therefore, a diagnostic tool specifically designed to help identify
rare diseases could greatly support healthcare professionals, enabling more accurate diagnoses and reducing the risk of
misdiagnosis, ultimately improving the quality of care for patients with these conditions (9).

Artificial intelligence (Al), defined as “the ability of a machine to mimic or surpass intelligent human behavior and activities” (10),
offers promising potential for improving symptom screening, which could support the diagnosis of various conditions, including
rare diseases. Al tools are already widely used across the health sector, including in areas such as home care, pharmaceutical
research, and public health (11). These tools provide a range of services, from daily assistance and medical monitoring to
virtual consultations for symptom tracking and mental health consultation (12-13). Some Al applications are available as
smartphone apps that engage users in human-like conversations; known as “chatbots”, these are automated dialogue systems
that interact with users through natural language, either via text or voice, to answer questions on specific health-related topics
(12-14). Chatbots can be programmed to perform various functions, with types and capabilities varying based on their design.
The first health-focused chatbot, launched in 2017 by the San Francisco-based startup Woebot Health, was designed to
improve mental well-being by helping to reduce symptoms of depression and anxiety (12-15). Since then, additional chatbots
such as Babylon, Ada, Your.MD, and K Health have entered the market, primarily as symptom checkers that offer potential
medical diagnoses based on symptoms shared by users (14). These chatbots invite users — whether patients or caregivers
— to describe their symptoms, which the Al system then analyzes to suggest possible conditions, providing valuable insights
that can guide further medical evaluation (12-16).

The ability of Al chatbots to provide differential diagnoses could significantly enhance the diagnosis of rare diseases by
minimizing diagnostic overshadowing and expediting the diagnostic process. By integrating symptom analysis and offering
tailored preliminary insights, these chatbots can facilitate timely access to appropriate management and treatment, ultimately
reducing the social and professional impacts of rare conditions on patients’ daily lives (3). The scientific literature indicates that
medical chatbots are a promising tool for addressing the unique challenges faced by individuals with rare diseases, particularly
in contexts where specialist care may be limited (3-16). However, the deployment of such Al-driven tools raises ethical
concerns that must be carefully considered before their widespread adoption. Issues such as data privacy, informed consent,
and the accuracy of Al-generated diagnoses are particularly pertinent in the realm of rare diseases, where misdiagnosis can
have profound consequences for patients’ health and well-being (17). Therefore, the objective of this study is to explore the
ethical challenges associated with the use of Al chatbots in rare disease diagnosis through a scoping review, providing an
overview of the ethical landscape surrounding these technologies.

METHODOLOGY

Study design

We conducted a scoping review to examine the ethical issues associated with the use of Al chatbots for diagnosing rare
diseases. Following the methodological framework established by Arksey and O’Malley (18), this review is particularly relevant
for this topic as it allows for the identification of research gaps and the synthesis of ethical considerations that have been
explored to date, providing a comprehensive overview of the current landscape in this emerging area.

Eligibility criteria

For screening literature, we included studies that address chatbots and rare diseases; English or French language articles
(regardless of country of origin); studies published between January 1, 2010, and February 10, 2024; peer-reviewed or
published work in journals (e.g., reviews, commentaries, empirical research); and grey literature, if available such as national
and international policy reports. We excluded clinical studies such as cohort studies, controlled trials, animal and in vitro
studies, thesis dissertations and abstracts, and public opinion articles from non-experts.

Information sources and search

Information sources included the following electronic databases: Medline, PubMed, PsycNet, Psycinfo, Scopus, Web of
science and Cinhal. We further searched grey literature and other academic papers through individual searching, including
Google searches and lists of references directly in selected papers. A librarian from the Université Laval was also consulted

to guide research strategies. Our search was based on the following key concepts: “artificial intelligence”, “rare disease”,
“chatbot”, “conversational agent”, “ethical”, “legal”, and social”, and used this search strategy (“artificial intelligence”) AND
(“conversational agent” OR chatbot OR “dialogue system”) AND (“ethic*” OR social OR legal) AND (“rare disease*” OR “orphan

disease™”).
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Study selection

As shown in the PRISMA diagram (Figure 1), we used Covidence Software to screen sources by removing duplicates, then
by reading titles and abstracts. AB and MOL independently screened titles, abstracts and full text documents for studies
meeting eligibility criteria. Both AB and MOL extracted data from the included full text articles and then compared results to
reach a consensus. In the event of disagreement, a third judge (HH) would intervene to analyze the study and decide on its
exclusion or inclusion according to the criteria adopted.

Figure 1. PRISMA diagram and selection process

Studies from databases/registers (n = 376)
Google Scholar (n=12)
Unspecified (n = 364)

References from other sources (n = 23)
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Lack of information (n = 1)

Wrong setting (n=1)

Wrong study design (n =1)

Studies included in review (n = 6)

Data mapping and collection

Both reviewers extracted data from the literature and recorded relevant information, including title, year of publication, type of
source, type of conversational agent, methodology, results, limitations, elements relating to trust, data security, humanization,
commercialization, diagnostic accuracy and validity. The initial sample included 376 studies before screening. Subsequently,
103 duplicates were removed by Covidence Software, narrowing the sample down to 273 articles. Eligible studies were then
analyzed based on their titles and abstracts which excluded 228 articles. The remaining 45 articles underwent a full text review
resulting in a final sample of 6 articles that were analyzed for the purpose of the current review. Themes from data extraction
were categorized based on a codebook developed in an inductive manner by both authors AB and MOL.

The inclusion of only 6 articles reflects the novelty and specificity of the topic, which focuses on the use of Al-based
conversational agents/chatbots for rare disease diagnosis, an emerging and highly specialized domain. Research on rare
diseases already faces diverse challenges: these conditions affect small patient populations, leading to limited clinical data,
fragmented reporting, and fewer large-scale studies (19). When combined with the recent development of conversational Al
in healthcare, the intersection of these two fields further amplifies these difficulties. This convergence explains the scarcity of
eligible studies while underlining the importance of synthesizing the limited research currently available on the topic.
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Table 1: Synthesis of studies included in this scoping review

Authors

Chatbot type

Method

Main findings

Hallowell et al. (20)

NA*

Qualitative interviews with 20
participants who work with Al.

The importance of trust in Al, along with
transparency and accountability, are often cited as
key elements for the effective use of these tools.

Rapp et al. (21)

Textual chatbot

Grounded Theory Literature Review,
a method of collecting and analyzing
data by developing theories and
identifying relevant themes.

After analyzing 83 articles related to the use of
chatbots, the main themes that emerged in
connection with their use included expectations,
engagement, trust, empathy and humanity.

Laumer et al. (6)

Textual chatbot

Semi-structured interviews with
students recruited through a student
Facebook group.

Factors for the acceptance of chatbots in
healthcare include expectations of performance,
effort (ease of use), social influence, facilitating
conditions, and happiness in using chatbots.

Lambert et al. (3)

Textual chatbot

An overview of the system is
presented, focusing on aspects
relating to natural language
processing and user interaction. The
aim of the study is to develop and
test a conversational agent in the
diagnosis of rare diseases.

The chatbot is an informative tool, and there is no
proof that it is effective. The pre-tests carried out
with the tool do, however, capture the user’s
language when speaking to the Al, taking into
account any spelling errors they may make.

Ethical considerations include the accessibility of
chatbots to users, as not everyone has access to
a web interface. In addition, it is important that the
chatbot has human characteristics such as
empathy and a motivational attitude, so that
people can trust the diagnosis.

Hurtvitz et al. (4)

First- and second-
generation chatbot

This study explored the literature on
the use of Al in healthcare to better
understand difficulties associated
with diagnosing rare diseases.

The second-generation chatbots are much more
effective and reliable in diagnosing rare diseases
than first-generation chatbots.

Pereira & Diaz (22)

Verbal or textual chatbot

Mapping study analyzing 30 articles
on healthcare chatbots, including for
rare disease diagnosis.

Healthcare chatbots offer a number of valuable
features, including asynchronicity, consumability,
anonymity, authentication, personalization.

*This article does not focus on a specific type chatbot but rather discusses the essential characteristics that medical chatbots must possess to be trusted by
both users and developers.

RESULTS

Both reviewers (AB and MOL) independently organized the themes and then discussed them for consolidation, resulting in a
final categorization that grouped the results under the following four themes: 1) trust in Al chatbot; 2) (de)humanization of Al;
3) data security and commercialization; and 4) psychometric considerations (see Table 1). In this paper, we use the terms
“Al systems” and “chatbots” interchangeably, recognizing them as confounded terms within the context of rare disease
diagnosis.

Trust in Al Chatbot

The reviewed literature indicates that a significant concern when using Al in the context of rare disease diagnosis is the level
of trust that patients and caregivers have in chatbots that assist with diagnosing these conditions. Laumer et al. (6) distinguish
between trust in the Al technology itself and trust in the provider behind the Al, with a pivotal role placed on the latter. For
instance, an individual is more likely to use Al if they trust the institution responsible for its development and deployment.
Conversely, without trust in the provider, users are unlikely to engage with the chatbot, regardless of its technical
capabilities (6). Both caregivers and patients often express reluctance to use Al, primarily due to a lack of trust (20). For
patients, trust is based on several factors, including the Al’s technical performance, expected accuracy and reliability of the
chatbot, perceived ease or effort required to interact with the technology, and social influence of peers who may either endorse
or discourage Al use. Additionally, trust seems to be influenced by the user’s overall satisfaction with the Al and their habitual
comfort in using similar Al technologies (3). Building trust in Al can be complex, but it is essential for fostering acceptance,
particularly in sensitive areas like healthcare. A critical approach to enhancing trust involves ensuring that the Al is developed
by experienced designers who work closely with healthcare professionals (20). Rapp et al. (21) argue that trust can be
bolstered by presenting chatbots as systems capable of mimicking certain human-like qualities, which can make interactions
feel more natural and reassuring. Similarly, Lambert et al. (3) suggest that Al systems designed with human-like characteristics
— such as appearing knowledgeable, maintaining a relaxed demeanor, and using a friendly tone — can significantly enhance
users’ feelings of trust. Pereira and Diaz (22) further assert that the trust relationship between users and chatbots is dynamic
and can grow over time, provided that the Al consistently meets users’ expectations and maintains a positive rapport.
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Al (De)Humanization

The literature reviewed shows that humanization is a critical aspect to consider as it addresses the affective dimension of the
interaction between chatbots and users. In this context, humanization involves incorporating human-like traits into Al systems,
such as a calm and confident demeanor, which can significantly enhance user trust in Al (3). For a meaningful bond of trust to
form between Al and patients, it is essential for the Al to replicate human qualities such as empathy, understanding, and the
ability to recognize and respond to the person’s emotional state (22). Conversely, the absence of these human-like qualities
can lead to reduced acceptance of chatbots. When Al lacks empathy and emotional sensitivity, users may be less motivated
to engage with it and share confidential information, undermining the effectiveness of the diagnostic process (21). Furthermore,
humanization extends to the personalization of treatment recommendations. As Al systems interact with patients, they gather
insights that allow them to tailor interventions based on individual needs and responses. This personalized approach enhances
the relevance and effectiveness of the treatment suggestions provided by the Al (4). By interacting in a more human-like
manner, Al can also foster greater patient engagement, encouraging users to adhere to the treatment plans suggested and
improving overall treatment outcomes (22).

Data security and commercialization

The use of Al in diagnosing rare diseases raises significant issues related to data security and commercialization. One ethical
concern is the protection of personal data. Hallowell et al. (20) argue that many individuals perceive private companies
managing their personal data as lacking transparency, which fosters mistrust and unease. Similarly, Rapp et al. (21) observed
that people fear that Al systems might misuse their personal data, leading to hesitation in using medical chatbots due to
potential security gaps. Conversely, some studies suggest that certain individuals may feel more comfortable confiding in
medical chatbots than in human healthcare providers (22). This preference often stems from the belief that Al systems offer
stronger safeguards and are less prone to human error or breaches of confidentiality. As a result, these individuals tend to
disclose sensitive health details more openly to chatbots, reducing feelings of shame or embarrassment that might arise in
face-to-face interactions. In this context, chatbots are perceived as capable of enhancing data security through advanced
measures such as two-factor authentication (22), which ensures that only authorized users can access personal data. Such
mechanisms reinforce confidentiality and strengthen patients’ sense of security, encouraging them to share private health
information without fear of exposure.

In addition to data security, the literature highlights the ethical issue of data commercialization through the use and deployment
of Al by private companies, which often play a significant role in introducing these technologies into healthcare (20). For
instance, users express widespread apprehension about the potential misuse of personal data for financial gain, a perception
that undermines trust in medical chatbots (21). Hurvitz et al. (4) note that Al can be used to rapidly identify patients with costly-
to-treat diseases, facilitating quicker interventions and potentially reducing overall system costs by streamlining the diagnostic
processes for rare diseases. To address trust deficits and minimize conflicts of interest, Hallowell et al. (20) recommend
implementing strict regulations governing the ownership and operation of medical chatbots, including the enforcement of
penalties for data misuse to ensure compliance.

Psychometric considerations (validity, reliability, sensitivity and specificity)

When considering the chatbot as an assessment tool, it is essential to reflect on psychometric considerations, which are crucial
for developing confidence in the chatbot’s clinical outcome. Like many other assessment tools, the data derived from diagnostic
analyses must undergo statistical testing to establish validity, reliability, sensitivity, and specificity. From the patient’s
perspective, as previously mentioned, trust in how data will be used is paramount. Similarly, clinicians must also grapple with
confidence in the value of chatbot assessments and their clinical outcomes.

Validity is particularly critical when using chatbots for diagnosing rare diseases, as it relates to their ability to deliver accurate
diagnoses. Existing studies generally indicate that these tools perform well in this regard. For instance, Laumer et al. (6) note
that chatbots provide superior diagnostic results compared to a simple “Google search,” which often fails to yield accurate
information (3-6).

Regarding sensitivity and specificity in clinical judgment, some chatbots offer a percentage match between symptoms and
diagnoses, presenting users with a range of diagnostic possibilities for a more comprehensive understanding. Pereira and
Diaz (22) highlight the potential validity of medical chatbots in diagnosing rare diseases, attributing this to their capacity to
learn and adapt through patient interactions. This iterative learning process enables chatbots to continuously refine their
diagnostic algorithms based on accumulated experience, thereby improving accuracy over time. Furthermore, certain Al
systems can access and analyze extensive personal information that may exceed the data typically available to healthcare
professionals. This comprehensive analysis allows chatbots to suggest personalized habits or treatments that could improve
patient health outcomes (22).

Despite these potential advantages, Hallowell et al. (20) argue that the scarcity of information about rare diseases complicates
the generalization of symptoms, potentially undermining the validity of chatbot diagnoses. Lambert et al. (3) express similar
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concerns and advocate for continued research through controlled randomized trials. They further note that accurate diagnosis
depends not only on the chatbot’s technical capabilities but also on users’ perceptions of its reliability. For chatbots to be
recognized as valid and reliable diagnostic tools, it is crucial that they are developed and continuously monitored by qualified
medical professionals. Regular evaluations and updates are essential to ensure that the chatbot maintains diagnostic validity
and adapts to new medical insights (20). In the section titled “Threats to Validity,” Pereira and Diaz discuss threats to ensuring
validity, internal validity, external validity, and conclusion validity (22). These threats encompass concerns related to the
comprehensive coverage of research questions, inclusion of all relevant studies, classification categories, and potential biases
in data collection.

DISCUSSION

Our scoping review aimed to identify and map ethical issues related to the use of Al in rare disease diagnosis. Key benefits
highlighted in the literature include improved diagnostic accuracy of rare diseases through the analysis of large and complex
datasets (3), provision of supplementary information that broadens diagnostic possibilities (22), and reduction of diagnostic
delays by rapidly identifying potential rare diseases (4). Further, Al systems can offer personalized treatment recommendations
based on individual patient data, tailoring interventions to better meet patient needs (21). Beyond chatbots, predictive
algorithms and machine learning models have demonstrated similar advantages, such as early detection of conditions like
Fabry disease by leveraging electronic health records and genomic data (23). These capabilities underscore Al’s potential to
transform rare disease care by accelerating diagnosis and optimizing treatment pathways.

Despite these benefits, several ethical challenges were raised, including trust in Al, Al (de) humanization, data security and
commercialization, and psychometric considerations. Notably, trust emerged as a recurring theme across all identified issues.

Trust is a critical factor in successfully integrating Al into medical practice, influencing how healthcare professionals and
patients interact with these tools (20). A primary ethical concern is the risk of errors or misdiagnoses, as Al systems — whether
chatbots or predictive algorithms — remain fallible and may generate inaccurate results due to algorithmic limitations or biased
training data (17). Such inaccuracies can undermine trust in Al technologies, limiting their adoption and positive impact on
healthcare outcomes (17). This risk is particularly pressing in the context of rare diseases, where symptom complexity and
data scarcity pose significant diagnostic challenges. Trust can be strengthened if Al systems are perceived as transparent and
supported by mechanisms for error detection and correction. Regular assessments and updates by medical professionals can
ensure that Al tools maintain their accuracy and reliability. This collaborative approach, where Al complements rather than
replaces clinical decision-making, can promote confidence and mitigate misdiagnosis risks (6-20).

Data security is a critical concern in the use of Al for rare disease diagnosis, particularly regarding the storage and management
of sensitive health information. Martineau and Godin (17) emphasize that current security measures are not infallible, with
vulnerabilities that may go unnoticed and expose data to breaches. Risks such as cyberattacks and software flaws further
threaten privacy, especially in rare disease contexts where data is highly personal (20-24). To address these concerns,
anonymization and robust encryption are critical. Equally important is transparency in data handling: companies deploying Al
must clearly communicate how data is collected, processed, and used, adhering to strict ethical standards. Such measures
not only protect confidentiality but also enhance user trust and accountability in Al-driven healthcare (7-20).

Psychometric considerations — validity, reliability, sensitivity, and specificity — are central to evaluating Al diagnostic tools.
While some advanced medical chatbots have demonstrated diagnostic accuracy approaching 90% in some studies (7), their
reliability depends on the quality and representativeness of training datasets. Similarly, predictive algorithms excel in
processing large-scale data but face challenges when datasets lack diversity, leading to bias and compromised validity (4-22).
These limitations are particularly acute in rare diseases, where data scarcity (20) and fragmentation hinder algorithmic
precision. Addressing these gaps requires collaborative data-sharing initiatives and inclusion of underrepresented populations
to improve fairness and reduce disparities. Some Al models mitigate misdiagnosis risk by providing diagnostic suggestions
with confidence scores, offering clinicians a measure of reliability (3-20).

Finally, the integration of Al into clinical practice raises questions about accountability. When Al-generated recommendations
conflict with physician judgment, determining which should prevail remains contentious (17-25). While some argue that
increasingly autonomous Al systems could bear moral responsibility for errors, others maintain that physicians should remain
the ultimate decision-makers (17-26). A shared responsibility model, where Al and clinicians jointly contribute to diagnostic
decisions offers a balanced approach, particularly in rare disease contexts where complexity demands human expertise (25).

The involvement of private companies in deploying Al chatbots in healthcare raises significant ethical concerns, particularly
regarding conflicts of interest and data commercialization. When these tools are used to diagnose costly conditions, there is a
risk that patients may be directed toward treatments that financially benefit these companies, rather than prioritize patient
welfare. For example, while the rapid identification of patients with rare diseases through Al can reduce costs for both society
and patients by minimizing the need for multiple appointments, it may also provide opportunities for companies to promote
more expensive treatments that do not necessarily improve the quality of care. Lack of transparency in data use further
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underscores the need for stringent regulations and accountability mechanisms (17). In this context, Hallowell et al. (20) argue
for enforcing regulations that prioritize patient interests, particularly when public funding supports technological development.
Such measures are essential to safeguard ethical integrity and prevent the prioritization of profit over care quality (12).

STRENGTHS AND LIMITATIONS

Scoping reviews are particularly valuable for mapping emerging fields, offering a structured overview of key themes and
identifying gaps for future research. This review contributes to that goal by synthesizing ethical considerations surrounding the
use of Al chatbots in rare disease diagnosis, a domain where evidence remains limited. Four central themes emerged: trust in
Al chatbots, data security and commercialization, psychometric considerations, and the humanization of Al interactions.
A notable strength of this review lies in its focus on chatbots, which represent a distinct category of patient-facing technologies
designed to support symptom reporting, triage, and engagement. This approach enables a focused ethical analysis related to
conversational systems, such as transparency, and trustworthiness during real-time exchanges (27), concerns that are
particularly salient in rare disease contexts where symptom complexity and patient vulnerability heighten the stakes of
inaccurate responses (19-28).

The geographic scope of studies retained for analyses, which include Germany, Mexico, Israel, and England, narrows the
context in which these findings can be applied. Further, the small number of studies constrains thematic depth, potentially
leaving emerging ethical concerns underrepresented as Al chatbot use for rare diseases continues to evolve (29). To mitigate
this limitation, we incorporated insights from excluded articles and grey literature (7-12,17-30), which provided valuable context
on issues such as data security, regulatory compliance, and governance frameworks, thereby broadening the discussion. Our
analysis drew lessons from literature on Al applications beyond chatbots, including predictive algorithms for rare disease
detection (20). These systems, which leverage structured data such as electronic health records and genomic profiles, have
demonstrated potential for accelerating diagnosis of rare conditions (23-30). While they differ functionally from chatbots, they
raise similar ethical challenges including algorithmic bias, diagnostic accuracy, and inequities in access to advanced
technologies (30). Integrating these perspectives situates Al chatbot-specific concerns within the broader Al ethics landscape,
reinforcing the need for governance strategies that address both conversational agents and data-driven modalities in rare
disease context.

CONCLUSION

The use of Al chatbots for diagnosing rare diseases holds promise by offering the potential to improve diagnostic accuracy
and provide timely assistance in an area marked by complexity and data scarcity. However, this promise is accompanied by
several ethical and practical challenges. Key concerns include the trustworthiness of Al systems, data security, the potential
for data commercialization, and the psychometric aspects of diagnostic accuracy, reliability, and validity. For Al chatbots to
function effectively, they require access to high-quality, diverse datasets, which can be challenging in the context of rare
diseases due to the inherent scarcity of relevant data. This limitation may impact the chatbot’s ability to generate reliable and
accurate health assessments, raising doubts about their overall effectiveness in clinical settings. Given these challenges, the
integration of Al along with clinical expertise remains crucial. Even with advanced Al chatbots, healthcare professionals must
continue to play a central role in final diagnostic decision-making. Moving forward, research should focus on addressing the
limitations related to data scarcity and accuracy, as well as exploring ways to enhance the collaboration between Al tools and
healthcare providers to optimize the diagnostic process in the context of rare diseases.
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